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Remote Service —it‘s simple

Maximum security and efficiency

The task

Modern production and logistics
concepts form the basis of glo-
bal trade. This requires great dis-
tances to be crossed with ease.
Problems only arise when main-
tenance work is needed that can
only be carried out with the help
of the service technician.

So that the technician does not
need to fly halfway around the
world, the role of Remote Service
is becoming ever more important.
Rapid service even in the remo-
test corner of the world. And it
goes without saying that the con-
nection is both certificate-based
and encrypted.

Maximum security

Unauthorised access is preven-
ted, increasing security. Moreo-
ver, the tunnel is certificate-based
with OpenVPN and encrypted at
up to 4096 bit. Furthermore, the
system allows for means, such as
a key switch, to be integrated on
the system side, offering the cus-
tomer or system owner additional
security. You are thus in the posi-
tion to decide for yourself if, when

The solution

The Remote Service system is
based on the SIEMENS SINEMA
Remote Connect solution.

The management platform SIE-
MENS SINEMA Remote Connect
is a server application that provi-
des for rapid integration into new
and existing networks.

Using SINEMA Remote Connect,
AZO is able to service systems or
machines around the world con-
veniently and securely via remote
access. All that is required is a te-
lephone, Internet or mobile cellu-
lar connection to the production
plant.

and for how long a member of the
support team can be ,on” the
system. Access authorisation for
the machine can be controlled via
the straightforward user administ-
ration system at AZO in Germany.
This can be adjusted on a rolling
basis, so individual access and ad-
ministration rights are not an is-
sue. It is also possible to tempora-
rily block users.

This ensures a secure VPN tunnel
connection (Virtual Private Net-
work) between AZO (remote
maintenance environment) and
the customer network in which
the plant sections to be serviced
are installed.

The support team member at
AZO and the SIEMENS SCA-
LANCE router at the customer’s
site establish independent con-
nections to the SINEMA Connect
server.

The identity of both participants
is verified by means of certifica-
tes before access to the machine
is permitted.

Use Cases

* Service in the event of a fault
- Diagnostics / analysis
- Adjustment
* Expansion of functions
- Carry out or transfer
the programming
or configuring
of system parameters easily
* Maintenance
- Preventive inspection of the
plant to avoid errors
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How it works

If you have an urgent mainte-
nance requirement, you, the cus-
tomer, should first inform our ex-
pert Remote Service team who
are familiar with the area.

Then - directly in your system —
you should manually actuate the
key switch, which is an additional
security level that grants access
to the system in principle. This
does not require any specific IT
knowledge.

Once you have carried out this
manual authorisation step, the
SCALANCE router located in the
system establishes a VPN tunnel

(Virtual Private Network) to the
rendezvous server at AZO in Ger-
many.

By using the rendezvous server
in the demilitarised zone, you
can be guaranteed maximum se-
curity for your Remote Service.
This is because, since you manu-
ally authorise all maintenance ac-
cess, the concept does not allow
any one-sided access to third-
party networks.

The service technician at AZO
then likewise establishes a VPN
tunnel to the rendezvous ser-
ver.

As soon as the required identifi-
cation for both participants — by
means of certificate — is success-
fully presented to the rendezvous
server and access is permitted in
accordance with the rule defini-
tion, the rendezvous server ena-
bles the continuous connection.
Only then is the service techni-
cian allowed to access the item
requiring maintenance.

What's more, all activities are
logged continually so that access
events can be traced at any time.

SIEMENS SINEMA routers sup-
port LAN, WLAN and mobile cel-
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lular standards. This is a conveni-
ent, high-security concept which
allows experienced specialists
to carry out maintenance with-
out needing to be on site to do
So.

We would be happy to put to-
gether a customised service pa-
ckage for you, tailored perfectly
to your needs, from our flexible
service portfolio.

Get in touch — we can provide a
comprehensive consultation on a
cost-optimised solution and how
to use it effectively in the specific
context of your company.
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